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Calling them professional money launderers,1
the Bush administration announced in 2001 its
goal to investigate lawyers, bankers, and
accountants. The strategy lacked any objective
measure of its effectiveness to stem money
laundering.2 But it moved ahead, fueled by
frustrations that law enforcement lacked
sufficient training and expertise to investigate
complex business entity and financial
structures.3

The Bank Secrecy Act (BSA) and its
regulations were originally intended to help
prevent financial institutions and money
services providers from wittingly or unwittingly
being used to disguise, move, or hold proceeds of unlawful activities. The Office of the
Comptroller of the Currency monitors compliance with the BSA through Suspicious Activity
Reports (SARs), Currency Transaction Reports (CTRs), Currency or Monetary Instruments
Reports (CMIRs), and bank examinations. Congress centralized the filing of SARs and extended
requirements to nonbanking institutions such as check cashing stores, currency exchanges,
money transfer services, and other money services businesses.4

The government has attempted to extend BSA regulations to lawyers by defining them as
money services businesses, in the hope of improving detection of money laundering.5 Pressure
is being applied on these professionals to act as law enforcement partners. Efforts are being
made to apply the BSA’s “know your customer” and financial due diligence practices to lawyers.
In the 111th Congress, legislation has been introduced that will require lawyers forming entities
to report the beneficial owner to the government.6 And the Federal Trade Commission is
currently attempting to characterize law firms as “creditors,” based on traditional billing
practices, to require counsel to comply with the SEC’s Red Flags Rule that protects against
identity theft.7

The government means business. In a recent ongoing case, the government indicted Ben
Kuehne, a high profile and respected Miami attorney, for alleged failures to comply with federal
anti-money laundering statutes during a due diligence investigation into funds a drug defendant
wished to use for payment of his legal fees. Count One of the indictment alleges that the object
of the money laundering conspiracy was to engage in monetary transactions “for the purpose of
paying legal fees to the [defendant’s] criminal defense team.”8

The case sent shock waves through the legal community because Kuehne, a prominent
member of the bar, was hired by the criminal defense firm to “do the right thing” and attempt to
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ensure that monies used to pay accused drug kingpin Fabio Ochoa’s legal fees were not
tainted. Counsel for Ochoa wanted to make certain that he was being paid with funds that were
not drug proceeds nor commingled with drug proceeds. The indictment alleges that Kuehne’s
investigation, as well as subsequent opinion letters that certain payments were taint-free, was a
ruse. It asserts that he knew that the fees were drug proceeds by virtue of their transfer through
a currency exchange operated by money brokers rather than by financial institutions (at least
one of the exchanges was operated by U.S. law enforcement investigating money laundering
activities). While money brokers may be used to launder unlawful proceeds, they are used by
legitimate businesses to conduct international transactions as well.9 All of the funds that were
wire transferred from Colombia to the Kuehne trust account were used exclusively to pay
Ochoa’s legal fees and were, therefore, transactions necessary to preserve Ochoa’s Sixth
Amendment right to counsel.

The government argued that Caplin & Drysdale10 held that a defendant has no Sixth
Amendment right to use ill-gotten gains to pay counsel of choice. However, that case’s holding
is strictly limited to the question of whether the government may forfeit criminal proceeds paid to
counsel. Therefore, the case does not invalidate the exemption to 18 U.S.C. § 1957, which
excludes funds used to pay legal fees from the ambit of the money laundering statute. (NACDL
filed an amicus curiae brief amplifying this argument.11)

Because law enforcement investigators admit to lacking the sophistication to distinguish
criminal enterprises from legitimate business structures, the enforcement community has urged
lawmakers at the state, federal, and international levels to turn legal and financial professionals
into their eyes and ears. Law enforcement’s insensitivity to the legitimate purposes of privacy in
legal and financial matters has placed police and regulators at odds with professional
communities that largely function in a prophylactic matter to avoid violations of the law. Most
attorneys and financial advisors are highly principled individuals who counsel clients regarding
how they can comply with laws and regulations. Businesses strive to create effective
compliance programs to help keep them out of trouble. But legal counsel should not be turned
into informants. Requiring lawyers to betray their trust, their duty of loyalty to their clients, is
antithetical to the attorney-client relationship. And this scenario will not even be effective in
advancing the goals the government seeks to obtain. Business people who become aware that
the government wants their lawyers to report private information will stop asking for advice from
lawyers. Thus, people will be discouraged from seeking the prophylactic legal advice that would
prevent them from potentially breaking the law.

Instead, the government would do better by increasing the skill of its investigators rather than
shifting its responsibilities onto the private sector. There was a time when FBI agents were
required to have professional credentials. Some were lawyers, others were certified professional
accountants. If law enforcement is not sophisticated enough to fight crime today, it needs to
become more sophisticated. Present and future investigations will rely more and more on
Internet and technology professionals.

Cyberspace is where the action is in money laundering today. In Web 2.0 virtual worlds, virtual
properties sell for real money that changes hands electronically, and illegal funds are washed
and transported. So far, these transactions can be performed entirely without any record or
regulation. There is an acronym for the practice: RMT, or real money trade.

Imagine that a foreign criminal desires to bring tainted money into [or out of] the United
States. Traditionally, this transaction confronts many obstacles, including the need to
physically relocate money over borders, requisite taxation, and compliance with reporting
standards for business and financial institutions. RMT significantly overcomes these
obstacles.12

Virtual worlds and virtual property have allowed for transactions in “offline” currency involving
$200 million to several billion dollars annually.13 Much of this commerce is legitimate. But while
attempts have been made to shield such activities from law enforcement scrutiny by calling it
game play, at least one court has refused to recognize a dichotomy between business and
game play involving pseudo-purchases and investments.14 Will the government get its act
together on the Internet or will it recruit Internet service providers to police and report on our
activities as well?
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If law enforcement does not become more expert, it is not hard to imagine a United States with
no privacy and no personal autonomy for its citizens. This is a United States where the
counselor, to whom people go for help, reports them to the authorities. The government should
cease its wrong-headed efforts to make lawyers its pawns.
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